STUDENT GDPR PRIVACY NOTICE
Introduction

Lincoln College, including its campus at Newark runs full-time courses for school leavers
16+, Higher Education courses for students 18+, part-time courses for adults and local
business and online courses for adults. The College also offers apprenticeships in many
sectors.

This Privacy Notice, published in response to the introduction of the General Data
Protection Regulations, which came into effect in May 2018, describes what personal data
Lincoln College collects, processes, shares and retains during the application and
enrolment processes and during our students’ period of study.

It applies to full-time students, part-time students, those studying remotely via online
courses and apprentices. It also refers to the processing of data in relation to our former
students via destinations surveys and our alumni association.

This notice sits within the College’s wider privacy notice.
Data we collect

. Student and apprentice personal information (such as name, student number,
address, date of birth, national insurance number)

. Student and apprentice contact information (which may include phone number,
email and postal address)

. Parent or guardian personal information in relation to students under the age of 18
(name, address, relationship to student)

. Parent or guardian contact details in relation to students under the age of 18 (email
address, phone number)

. Next of kin contact details (email address, phone number)

. Educational Information (including qualifications, school details, predicted grades,
learning support needs, attendance information — number of absences and reasons
and individual achievements)

. Employment history (apprentices), including reference information

. Current employment status and if you are in receipt of benefits

. Protected characteristics (such as sex {legal status}, age, ethnicity, first language,
nationality, country of birth and free school meal eligibility

. Financial information (bank details)

. Information about personal preferences and interests (in relation to programmes of
study)

. Information about your entitlement to study in the UK

. Information regarding your household situation, including marital status and
household member employment status

. Information about your criminal record (declaration of criminal record)

. Details of your schedule (study hours and working hours) and attendance;

. Details of periods of absence and the reasons for the absence

. Details of any disciplinary or grievance procedures in which you have been involved,
including any warnings issued to you and related correspondence

. Details of achievement, progress reviews and career plans

. Information you disclose in relation to safeguarding issues

. Information on career destinations after leaving College

. Whether you wish to join our Alumni Association after leaving College.
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Why we process this data

Personal data will be used for purposes relating to education, training, employment,
general advice services, well-being, safeguarding and research.

The College may share non-sensitive personal information about you with other
organisations as follows:

Most of the information is passed to Government agencies (including but not limited to the
Education and Skills Funding Agency) to meet funding arrangements.

Where necessary it is also shared with the Department for Education (DFE). The
information is used to enable these Government departments to meet their statutory
responsibilities, including legislation relating to the Apprenticeships, Skills, Children and
Learning Act 2009.

It is also used, in collaboration with the appropriate organisations, to create and maintain
a unigue learner number (ULN) and a Personal Learning Record (PLR).

The lawful basis for the College processing the aforementioned personal data is ‘legal
obligation’ and its ‘public task’ to run its Colleges safely and effectively.

Lincoln College also uses this personal data as follows:

. To process applications, enrolments and contracts

. For the College’s own internal records so that it can provide you with a high quality
service

. To contact individuals in response to a specific enquiry

. To customise the College’s services so they work better for individuals

. To contact individuals about College services, disruption to services courses, deliver
important educational key messages, to provide information on courses leading to
academic progression and other messages the College deems to be relevant to its
students

. To contact individuals for research purposes with the aim of enhancing education,
training and its wider services

. We take photographs of all students as part of the enrolment process. These are
used to produce student identification cards. Wearing these cards at all times on our
campuses at Lincoln and Newark Colleges is a mandatory safeguarding requirement
of students

. We seek consent to take photographs of students for use on the College website, to
be shared with the press, or to be used in the production of marketing materials. This
consent is gathered explicitly via a consent form which lays out the exact usage of
these photographs and the duration for which they are stored on secure College
systems.

. To provide references to employers where you have named Lincoln College, or
a staff member of Lincoln College as a referee on a job or apprenticeship
application.

At no time will the College assume permission to use information that is provided
for anything other than the reasons stated here.


https://www.gov.uk/government/publications/esfa-privacy-notice
https://www.gov.uk/government/publications/esfa-privacy-notice

Lincoln College will not send marketing messages or materials on non-college
matters or marketing material from third parties. It will only send information
relating to Lincoln College services, courses, activities and opportunities that are
of legitimate interest to students and parents/guardians.

Lincoln College has identified that it meets a number of lawful basis for processing
personal data (as set out in Article 6 of the GDPR). In summary:

. For processing enquiries the lawful basis is legitimate interest

. For communicating with those who have submitted an enquiry i.e. responding to their
enquiry, inviting them to related events and sending updates on College activities
and opportunities, the lawful basis is legitimate interest

. For processing applications the lawful basis is legitimate interest

. For communicating with those who have submitted applications i.e. informing them
of their application progress, inviting them to related events and sending them
updates on College activities and opportunities, the lawful basis is legitimate interest

. For processing information relating to enrolment on an individual’'s programme of
study, the lawful basis is legal obligation in relation to information we are required to
provide to Government departments by law and public task in relation to information
required to ensure we run the College safely and effectively

. For communicating with enrolled students and their named parent/guardian in
relation to College closure, disruption of services, personal performance and
attendance and information relating to safeguarding and wellbeing the lawful basis
is public task

. For communicating with students in relation to important educational messages,
work experience and employment opportunities, College updates and courses that
provide progression opportunities, the lawful basis is legitimate interest

. To taking photographs for the production of student ID cards the lawful basis is public
task to ensure student safety on campus. Consent is not required

. For communicating with enrolled students and their parents/guardians/carers in
relation to College activities and progression opportunities, including new courses
the lawful basis is legitimate interest

. For taking photographs of students for marketing purposes the lawful basis is
consent, which will be explicit. Consent will be gathered before photographs are
taken. Consent can be withdrawn and a request for the data to be destroyed can be
made via our Data Protection Officer

. For gathering information about the destination of an individual once they have left
the College the lawful basis is legitimate interest

. For contacting individuals who have completed a course at the College for the
purposes of inviting them to join our Alumni association or to conduct Government
agency research, the lawful basis is legitimate interest

. For the provision of references to employers where you (the student) has named
Lincoln College or a Lincoln College employee as a referee. The lawful basis is
legitimate interest.

The information provided may be shared with other organisations for purposes of
administration, the provision of career and other guidance and statistical and research
purposes, relating to education, training, employment and safeguarding.

This will only take place where the sharing is in compliance with GDPR. Individuals may
be contacted after they have completed their programme of learning to establish whether
they have entered employment or gone onto further training or education.



Following that initial contact and information gathering exercise, individuals will be offered
the opportunity to join the College’s alumni. Individuals may be contacted by the European
Social Fund (ESF) Managing Authority, or its agents, to carry out research and evaluation
to inform the effectiveness of the programme. Information may be based to the ESF for
this purpose.

For how long does the organisation keep data?

We keep data related to the application and enrolment of 16 to 18-year old students on
our management of information system for six years, in line with government requirements
for the aforementioned legal obligation.

We are currently required to retain personal data on apprentices and adults studying
courses funded via the Government’s Adult Education Budget until December 2030 in line
with European Social Fund regulations.

Data relating to applications and enquiries via our website is also stored on a secure
server. This personal data is deleted from our secure server by 1 November of each
academic year.

Security

Lincoln College will hold personal information securely. To prevent unauthorised
disclosure or access to personal information, it has strong organisational and technical
security safeguards. If information is shared with another organisation (reasons for this
are given in the section below) it will ensure an Information Sharing Agreement is in place
and that information is transferred securely. The College follows stringent procedures to
ensure it processes all personal information in line with the GDPR.

Information Sharing and Disclosure

Lincoln College does not sell or rent personal information. Information may by necessity
be disclosed to appropriate staff members of Lincoln College and to Government bodies
(as previously outlined).

Organisations that Lincoln College Group may share personal information with includes:

. Awarding Bodies

. Department for Education

. Education and Skills Funding Agency

. Student Loans Company (where applicable)

. Employers (in relation to apprenticeships, work experience placements and where
an employer has funded the course)

. HMRC

. Higher Education Institutions

. Local Authorities

. Ofsted

. Police (where applicable for safeguarding issues)

. Schools

. Social Care (where applicable for safeguarding issues)

. Sub-contractors

. Think Alumni

. UCAS



. Hubspot

. Office for Students (OfS) (where applicable)

. HESA (Graduate Outcomes) (where applicable) Collection notices | HESA
. Ipsos Mori (NSS) (where applicable)

Please note this is not an exhaustive list.

Information may be shared with third parties if it is in connection with the service being
provided to individuals, for example, the College might share information with market
research companies contracted to undertake work on its behalf to assess satisfaction with
the College’s service, or to gather employment destinations once students have finished
their course. When the College does this it will always ensure an Information Sharing
Agreement is in place.

If, as part of the entry requirements for a course, the College needs to take up a reference
or obtain ‘disclosure’ from the Disclosure and Barring Service, it will inform you
beforehand. Parental consent is not required. There may be exceptions in regard to
students with severe learning difficulties, school link students and those who are otherwise
unable to decide for themselves.

The College has found it beneficial to students’ progress if it is able to engage with the
parents (or guardian/carer). Therefore, parents’ details are recorded on our management
of information system. Parents/carers/guardians of further education students (or any
other third party) are not automatically entitled to the students’ information.

The College can only release information about its students if it has their consent for this
recorded on the College management of information system. Students are asked for their
consent for sharing information with parents/others when enrolling on its digital portal, or
face-to-face at an enrolment event. Students may withdraw their consent at any point by
contacting our Data Protection Officer.

We reserve the right to share any personal information we deem necessary with the police
and local authorities to ensure the safeguarding of students.

Your rights

Accessing Your Own Personal Information: Individuals have the right to ask for a copy
of any of their personal information held by Lincoln College. They can make a ‘subject
access request’ under the GDPR. Make a Subject Access Request by emailing our Data
Protection Officer

You can also contact the Data Protection Officer with any questions about the College’s
collection and use of personal data.

Requests to delete personal data: One of the key principles which underpins the GDPR
is the right of an individual to request the deletion or removal of personal data where there
is no compelling reason for its continued processing. This is also known as the right to be
forgotten.

Please note, as a current student removal of personal information outlined within this
notice, excluding that requiring consent, could jeopardise our ability to continue delivering
your course of study. To make a request please email our Data Protection Officer

Any requests from individuals to:


https://www.hesa.ac.uk/about/regulation/data-protection/notices

have inaccurate personal data rectified (right to rectification)

restrict or suppress processing of personal data (right to restrict processing)

obtain and reuse personal data across different services (right to data portability)
object to how personal data is used, should be made directly to our Data Protection
Officer




